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Chapter 1 General Provisions

Article 1 (Purpose)

1. The purpose of these Doshisha Personal Information Protection Rules (hereinafter referred to as “these Rules™)
is to prescribe matters required for Doshisha and other schools within Doshisha (hereinafter collectively referred
to as “Doshisha”) to acquire, use, store and otherwise handle Personal information pursuant to the Act on the
Protection of Personal Information (Act No. 57 of 2003) (hereinafter referred to as the “Act”), and thereby
contribute to the appropriate protection of Personal information.

2. Doshisha prescribes handling of the Personal data of which Doshisha received the provision thereof based on an
Adequacy decision from EU or within UK region (hereinafter referred to as “Personal data transferred from EU,
etc.”) in Chapter 7 and shall handle such Personal data so as to contribute to the appropriate control.

3. The handling of individual numbers and specified Personal information set out in the “Act on the Use of
Numbers to Identify a Specific Individual in Administrative Procedures” (Act No. 27 of 2013) will be prescribed
separately.

Article 2 (Definitions)

The definitions of terms used in these Rules are as follows.

(1) “Personal information” means that information relating to a living individual (students, pupils, elementary
school children, kindergarteners and their guarantors, protectors, family members and relatives, as well as
officers and faculty members who were previously enrolled at or worked for Doshisha, who attempted to
enroll at or work for Doshisha, or who are currently enrolled at or working for Doshisha) which falls under
any of the following items:

(a) those containing a name, date of birth, address, phone number or other descriptions, etc. whereby a
specific individual can be identified;

(b) even if a specific individual cannot be identified from the information itself, those which can be
readily collated with other information and thereby identify a specific individual; and

(c) those containing an Individual identification code.

(2) “Individual identification code” means those prescribed by the Order for Enforcement of the Act on the
Protection of Personal Information (hereinafter referred to as the “Cabinet Order”) which are any character,
letter, number, symbol or other codes falling under any of the following items:

(a) those able to identify a specific individual that are a character, letter, number, symbol or other codes
into which a bodily partial feature of the specific individual has been converted in order to be provided
for use by computers; and

(b) those character, letter, number, symbol or other codes which are assigned in regard to the use of
services provided to an individual or to the purchase of goods sold to an individual, or which are
stated or electromagnetically recorded in a card or other document issued to an individual so as to be
able to identify a specific user or purchaser, or recipient of issuance by having made the codes
differently assigned or, stated or recoded for the user or purchaser, or recipient of issuance.

(3) “Special care-required personal information” means Personal information comprising a Principal’s race,
creed, social status, medical history, criminal record, fact of having suffered damage by a crime, or other
descriptions etc. prescribed by the Cabinet Order as those of which the handling requires special care so as
not to cause unfair discrimination, prejudice or other disadvantages to the Principal.

(4) “Principal” means a specific individual identifiable by Personal information.

(5) “Electromagnetic record” means a record kept in an electromagnetic form (meaning electronic, magnetic or
other forms that cannot be recognized through the human senses).

(6) “Personal information database, etc.” means those set forth in the following which are a collective body of
information comprising Personal information; save for those prescribed by the Cabinet Order as having
little possibility of harming an individual’s rights and interests considering their utilization method:

(a) those systematically organized so as to be able to search for particular Personal information using a
computer;

(b) Dbesides those set forth in the preceding item, those prescribed by the Cabinet Order as having been
systematically organized so as to be able to easily search for particular Personal information by
arranging the Personal information according to a fixed rule, and which include table of contents,
indexes or other items which facilitate the search.

1/14



(7) “Personal data” means Personal information constituting a Personal information database, etc.

(8) “Retained personal data” means Personal data which Doshisha has the authority to disclose, correct, add or
delete the contents of, cease the utilization of, erase, and cease the third-party provision of, other than those
listed below:

(a) any Personal data whose known presence or absence of a database is likely to threaten the life, body,
or property of the identifiable person;

(b) any Personal data whose known presence or absence of a database is likely to prompt or trigger an
illegal activity or wrongful conduct;

(c) any Personal data whose known presence or absence of a database is likely to undermine national
security, damage a relationship of confidence with a foreign country or international organization, or
put the country at a disadvantage in negotiations with another country or with an international
organization; and

(d) any Personal data whose known presence or absence of a database is likely to interfere with crime
prevention, crime control, or criminal investigations or with otherwise upholding public safety and
order.

(9) “Pseudonymised processed information” means information relating to an individual that can be obtained
by processing Personal information so that a specific individual cannot be identified unless collated with
other information, by deleting certain descriptions or deleting the entire Individual identification code
contained in the relevant Personal information.

(10) “Anonymously processed information” means information relating to an individual that can be produced
from deleting certain descriptions or deleting the entire Individual identification code contained in Personal
information so as neither to be able to identify a specific individual nor to be able to restore the Personal
information.

(11) “Personal related information” means information relating to a living individual which does not fall under
any of Personal information, Pseudonymised processed information, or Anonymously processed
information.

(12) “Academic research institution, etc.” means universities or other institutions or organizations with the
purpose of academic research, or the persons belonging to such universities, institutions or organizations.

(13) “EU” means the European Union including European Union member countries and Iceland, Lichtenstein
and Norway based on the European Economic Area (EEA) Agreement.

(14) “GDPR” means the REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL on
the protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation).

(15) “UK GDPR” means the REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of April 27, 2016 on the protection of natural persons with regard to the processing of personal data and on
the free movement of such data (United Kingdom General Data Protection Regulation).

(16) “Adequacy decision” means a decision where the European Commission has acknowledged that a certain
country or region has ensured an adequate level of protection of Personal data based on Article 45 of the
GDPR, and an equivalent decision in the UK.

Article 3 (Responsibilities of Officers and Employees)

1.

The officers, councilors and faculty members of Doshisha (hereinafter collectively referred to as the “Officers
and Employees™) bear the responsibility of observing laws and regulations, these Rules and other various rules
and regulations of Doshisha prescribed for the purpose of Personal information protection, and protecting
Personal information.

The Officers and Employees must not divulge, lose, damage or use for unjustifiable purposes the Personal
information which became known in the course of performing their duties. The same shall apply even after the
Officers and Employees have resigned from their post.

Doshisha shall endeavor to offer proper guidance to and conduct awareness building activities for students
regarding the proper handling of Personal information.

Chapter 2 Acquisition and Use of Personal Information

Article 4 (Proper Acquisition, Prohibition on Improper Use)
1. Doshisha must acquire Personal information based on legal and fair means.

2.

Doshisha must not use the Personal information in a manner that is likely to prompt or trigger an illegal activity

or wrongful conduct.

Article 5 (Specification, Notification or Public Disclosure of Purposes of Use)

1.
2.

In acquiring Personal information, Doshisha must specify the purposes of use thereof to the extent possible.
As a general rule, the purposes of use specified based on the preceding paragraph shall be publicly disclosed in
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advance. If the foregoing public disclosure is not possible to due to inevitable reasons, the purposes of use must

be notified to the Principal or publicly disclosed promptly after the acquisition of Personal information.

Notwithstanding the provisions of the preceding paragraph, when Doshisha is to acquire Personal information of

the principle, which is indicated on a document (including Electromagnetic records such as a CD, audiotape, or

web entry), directly from that Principal, Doshisha must state the purposes of use to the principle explicitly in
advance (promptly ex-post facto in cases of emergencies when there is a need to protect a human life, body or
property).

The provisions of the preceding two paragraphs shall not apply to the following cases:

(1) cases in which there is a possibility that informing a Principal of, or disclosing to the public, a purpose of
use would harm a Principal or third party’s life, body, property or other rights and interests, or would harm
the rights or legitimate interests of Doshisha;

(2) cases in which there is a need to cooperate in regard to a central government organization or a local
government performing affairs prescribed by laws and regulations, and when there is a possibility that
informing a Principal of, or disclosing to the public, a purpose of use would interfere with the performance
of the affairs; and

(3) cases in which it can be recognized, judging from the acquisitional circumstances, that a purpose of use is
clear.

Article 6 (Restriction and Alteration of Purposes of Use)

1.
2.

Doshisha must use the acquired Personal information within the scope of the specified purposes of use.

When Doshisha is to alter the purposes of use, Doshisha must do so within a scope that is reasonably recognized

as being relevant to the pre-altered purposes of use, and must notify the altered purposes of use to the Principal

or publicly disclose the same.

When Doshisha is to use the acquired Personal information for a different purpose beyond the scope of the

purposes of use prescribed in the preceding two paragraphs, excluding the following cases, Doshisha must

obtain the Principal’s consent in advance:

(1) cases based on laws and regulations;

(2) cases in which there is a need to protect a human life, body or property, and when it is difficult to obtain a
Principal’s consent;

(3) cases in which there is a special need to enhance public hygiene or promote fostering healthy children, and
when it is difficult to obtain a Principal’s consent;

(4) cases in which there is a need to cooperate in regard to a central government organization or a local
government, or a person entrusted by them performing affairs prescribed by laws and regulations, and when
there is a possibility that obtaining a Principal’s consent would interfere with the performance of the affairs;

(5) cases in which Doshisha needs to handle the Personal information for the purpose of providing it to
academic research (“Academic research purposes”) (including the cases in which part of the purposes of
handling of such Personal information falls under the Academic research purposes, and excluding the cases
in which personal rights and interests may be unduly infringed); and

(6) cases in which the Personal data will be provided to an Academic research institution, etc., that is required
to handle such Personal data for Academic research purposes (including the cases in which part of the
purposes of handling of such Personal data falls under the Academic research purposes, and excluding the
cases in which personal rights and interests may be unduly infringed).

Article 7 (Acquisition of Special Care-required Personal Information)

I.
2.

Doshisha shall endeavor not to acquire Special care-required personal information without due cause.

When Doshisha is to acquire Special care-required personal information, Doshisha must, excluding the

following cases, obtain the Principal’s consent in advance:

(1) cases corresponding to items (1) through (5) of Paragraph 3 of the preceding Article;

(2) cases in which the Special care-required personal information is obtained from an Academic research
institution, etc., and there is a need to obtain such Special care-required personal information for Academic
research purposes (including the cases in which part of the purposes of obtaining of such Personal
information falls under the Academic research purposes, and excluding the cases in which personal rights
and interests may be unduly infringed) (limited to the cases in which Doshisha and the relevant Academic
research institution, etc., jointly conduct academic research);

(3) cases in which the Special care-required personal information is being open to the public by a Principal, a
government organization, a local government, Academic research institution, etc., a person set out in each
item of Article 57, Paragraph 1 of the Act such as a broadcasting organization, or other persons prescribed
by the Rules of the Personal information Protection Commission such as a foreign government; and

(4) other cases corresponding to any of the following as equivalent to those cases set out in each of the
preceding items:

(a) cases in which seemingly-clear Special care-required personal information is acquired by visual
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observation, filming or photographing of a Principal;

(b) when receiving the provision of Special care-required personal information in those cases
corresponding to the respective items of Article 17, Paragraph 5; and

(c) in addition to the cases listed in Sub-items (a) and (b) above, when different cases are newly
prescribed in the Cabinet Order, each of such newly prescribed cases.

Chapter 3 Security Control of Personal Data

Article 8 (Proper Control)

1.  Doshisha shall strive to keep Personal data accurate and up to date within the scope necessary to achieve a
purpose of use, and to delete the Personal data without delay when such utilization has become unnecessary.

2. Doshisha shall take necessary and appropriate action for the security control of Personal data including
preventing the leakage, loss or damage of its handled Personal data.

Article 9 (Personal Information Protection Controller)

1. Doshisha shall appoint a Personal information protection controller (hereinafter referred to as the “Controller”)
to be in charge of the protection and control of Personal information in the Office of Incorporated Educational
Institution and the schools within Doshisha, wherein the Office Director, Incorporated Educational Institution
shall serve as the Controller in the division of corporate affairs and the respective principals shall serve as the
Controller in the schools within Doshisha.

2. The Controller shall comprehensively control the Personal data in the department under one’s control, and must
offer necessary and proper supervision to any person to handle Personal information in each department
(hereinafter referred to as the “Personal information Handler”) so as to seek the security control of Personal
information.

Article 10 (Internal Audit)
The Office of Internal Audit shall periodically, or as needed, conduct an audit regarding the status of acquisition,
use, storage and control of Personal information in the respective departments of Doshisha handling Personal
data, and report the results thereof to the Controller. The Controller shall engage in the review and improvement
of security control actions based on such report.

Article 11 (Personal Information Protection Committee)

1. In order to properly protect Personal information, a Personal information protection committee (hereinafter
referred to as the “Committee™) shall be established in the Office of Incorporated Educational Institution-and the
schools within Doshisha.

2. The members, agendas and other matters related to the Committee shall be separately prescribed in the Office of
Incorporated Educational Institution and the schools within Doshisha.

3. When a meeting of the Committee is held and agendas are discussed, the details and results of such discussions
must be recorded in a minutes and reported to the Chairperson of the Board of Trustees.

Article 12 (Control of Personal Data)

1. In order to properly control Personal data retained by the department under one’s control, the Controller shall
create a Personal data management ledger describing the following matters and keep the same in the
administration office under one’s control:

(1) name of the Personal information database, etc.;

(2) attribute, etc. of the Principal that can be identified from the Personal data;
(3) categories of the Personal data;

(4) purposes of use;

(5) department to handle Personal data and person in charge;

(6) storage period of Personal data; and

(7) other necessary matters.

2. The Personal information Handler of each department shall endeavor to create a Personal data handling record

whenever possible and record the following matters in order to confirm the handling status of Personal data:

(1) status of use and output of the Personal information database, etc.;

(2) status of documents or mediums with Personal data described or recorded therein being carried out;

(3) status of deletion or disposal of Personal data, etc. (when the deletion or disposal of Personal data has been
entrusted, including records certifying such deletion or disposal); and

(4) when the Personal information database, etc. is handled using an information system, status of use of the
information system by the Personal information Handler (log-in records, access logs, etc.).

3. The Controller must periodically, or on a temporary basis, confirm the control status and the handling status of
Personal data.
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Article 13 (Measures against Divulgence of Information)

1.

2.

If Personal data has been divulged, or there is a possibility thereof, the Personal information Handler must

immediately report to the Controller.

The Controller that received the report of the preceding paragraph must report to the Chairperson of the Board

of Trustees, as well as promptly take the following measures:

(1) measures for preventing the spreading of damage;

(2) factual investigation and identification of cause;

(3) identification of span of influence;

(4) communication to the Principal(s) who may be affected;

(5) examination and implementation of recurrence prevention measures;

(6) reporting of facts and recurrence prevention measures to the Ministry of Education, Culture, Sports,
Science and Technology and the Personal Information Protection Commission (extra-ministerial
department of the Cabinet Office);

(7) public disclosure of facts and recurrence prevention measures; and

(8) reporting of specific details and results of each of the foregoing measures to the Chairperson of the Board
of Trustees.

The matters to be reported in the cases of item (6) of the preceding paragraph shall be as follows:

(1) summary;

(2) categories of the Personal data in which leakage or divulgence, etc., occurs or may occur;

(3) number of Principals relating to Personal data in which leakage or divulgence occurs or may occur;

(4) cause or causes;

(5) presence or absence of secondary damage or the possibility thereof, and the contents of the same;

(6) status of implementation of response to the Principals;

(7) status of implementation of public disclosure;

(8) recurrence prevention measures; and

(9) other matters to be of reference.

The matters to be reported in the cases of item (4) of Paragraph 2 of this Article shall be those set out in items

(1), (2), (4), (5) and (9) of the preceding paragraph.

If Personal data obtained from EU or UK region has been divulged, Doshisha shall, as a general rule, notify the

personal data divulgence to the competent supervisory authority not later than 72 hours after having become

aware of it, in accordance with GDPR and UK GDPR.

Article 14 (Physical and Technical Security Control Actions)

With regard to physical security control actions for preventing misconducts by persons entering and leaving the
room and technical security control actions for preventing the divulgence of information from information
systems, the Office of Incorporated Educational Institution and the schools within Doshisha shall respectively
take necessary measures.

Chapter 4 Entrustment, Sharing and Third Party Provision of Personal Data

Article 15 (Entrustment)

1.

2.

3.

When Doshisha is to entrust all or a part of the handling of Personal data to an outside business operator to the

extent required for achieving the purposes of use, Doshisha may provide Personal data.

In the case of the preceding paragraph, Doshisha must offer necessary and proper supervision to the trustee so as

to seek the security control of the Personal data of which the handling has been entrusted.

In order to offer the supervision of the preceding paragraph, Doshisha shall confirm the trustee’s

business/management system and status of formulation of rules and regulations upon selecting the trustee (if

necessary, including the on-site confirmation at the site where the trustee will handle Personal data) in order to
confirm that security control actions of Personal data are being sufficiently taken.

In order to offer the supervision of Paragraph 2 of this Article, Doshisha shall include the following matters in

the entrustment agreement to be executed with the trustee:

(1) matters related to the clarification of persons to handle Personal data in the trustee;

(2) details of the security control actions to be taken by the trustee;

(3) prohibition of processing (excluding those within the scope of the entrustment agreement), falsification,
copying or replication (excluding those within the scope of the entrustment agreement such as backing up
Personal data required for security control) of Personal data;

(4) matters related to the confidentiality of the trustee;

(5) matters related to the possibility of subcontracting the entrusted Personal data and the conditions thereof;

(6) matters related to the return of Personal data or destruction or deletion of Personal data by the trustee after
the entrustment agreement is ended;
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(7) matters related to compensation for damages and other measures to be taken when the subject matter of the
entrustment agreement is not observed;

(8) matters related to the duty to report and obligations in cases where the trustee encounters a divulgence
incident of Personal data; and

(9) matters related to the effective term of the entrustment agreement.

In order to comprehend the implementation status of the subject matter of the entrustment agreement, the

Controller shall periodically, or on a temporary basis, audit the trustee.

Article 16 (Sharing)

1.

2.

When Doshisha is to share and use Personal data with a specified person, Doshisha may provide Personal data

to such specified person.

In the case of the preceding paragraph, Doshisha must notify the following matters to the Principal in advance,

or put them in a state where the Principal can easily know:

(1) fact to the effect that Personal data will be shared;

(2) categories of the Personal data to be shared;

(3) scope of persons with whom Personal data will be shared;

(4) purposes of use of persons with whom Personal data will be shared; and

(5) name or appellation and address of person responsible for the management of Personal data to be shared,
and name of representative in the case of a judicial person.

Article 17 (Provision to Third Party)

1.

Doshisha shall not provide Personal data to a third party without obtaining in advance a Principal’s consent,

except for in the following cases:

(1) cases based on laws and regulations;

(2) cases in which there is a need to protect a human life, body or property, and when it is difficult to obtain the
Principal’s consent;

(3) cases in which there is a special need to enhance public hygiene or promote the fostering of healthy
children, and when it is difficult to obtain the Principal’s consent;

(4) cases in which there is a need to cooperate in regard to a central government organization or a local
government, or a person entrusted by them to perform affairs prescribed by the laws and regulations, and
when there is a possibility that obtaining the Principal's consent would interfere with the performance of
such affairs;

(5) cases in which the provision of Personal data is unavoidable for public disclosure or teaching of the results
of academic research (excluding the cases in which personal rights and interests may be unduly infringed);

(6) cases in which there is a need to provide Personal data for the Academic research purposes (including the
cases in which part of the purpose of provision of such Personal information falls under the Academic
research purposes, and excluding the cases in which personal rights and interests may be unduly infringed)
(limited to the cases in which Doshisha and the relevant third party jointly conduct academic research); and

(7) cases in which the party to whom Personal data is provided, a third party, falls under an Academic research
institution, etc., and there is a need to provide the relevant Personal data for the Academic research
purposes (including the cases in which part of the purpose of provision of such Personal information falls
under the Academic research purposes, and excluding the cases in which personal rights and interests may
be unduly infringed) (limited to the cases in which Doshisha and the relevant third party jointly conduct
academic research).

Notwithstanding the provisions of the preceding paragraph, Doshisha may provide the Personal data to a third

party upon notifying the following matters to the Principal in advance or putting them in a state where the

Principal can easily know, and submitting a notification to the Personal information Protection Commission

(extra-ministerial department of the Cabinet Office):

(1) name and address of Doshisha, and name of the Chairperson of the Board of Trustees;

(2) to set a third-party provision as a purpose of use;

(3) the categories of the Personal data provided to a third party;

(4) the method of acquisition of the Personal data provided to a third party;

(5) the method of third-party provision;

(6) to cease, in response to a Principal’s request, a third-party provision of Personal data that can identify the
Principal; and

(7) the method of receiving a Principal’s request of the preceding item;

(8) the method of renewal of the Personal data provided to a third party; and

(9) the scheduled date when the provision of the Personal data to a third party relating to the relevant
notification is due to commence

The provisions of the preceding paragraph shall not apply to cases in which the Personal data provided to a third

party falls under the following matters:
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(1) Special care-required personal information;

(2) Personal information acquired by deceit or other improper means; or

(3) Personal information provided by another Personal information handling business operator pursuant to the

provisions of the main text of Article 27, Paragraph 2 of the Act on the Protection of Personal Information

(including any wholly or partially duplicated or processed information).

The submission of a notification to the Personal information Protection Commission (extra-ministerial

department of the Cabinet Office) pursuant to the provisions of Paragraph 2 of this Article shall be made by

using an electronic data processing system or by submitting a prescribed notification form or an optical disk

recording the entries thereof.

The following cases shall not correspond to third party provision:

(1) cases in which Personal data is provided pursuant to the entrustment set out in Article 16;

(2) cases in which Personal data is provided to the specified person pursuant to the sharing set out in the
preceding Article; and

(3) cases in which Personal data is provided pursuant to the succession of business based on merger or other
reasons.

With regard to measures to be taken for the security control of Personal data to prevent the recipient from using

the Personal data for any purpose other than the intended purpose, additionally providing the Personal data to a

third party, or copying, replicating, falsifying, divulging or stealing the Personal data, Doshisha must take

appropriate measures such as executing an agreement with the recipient.

Article 18 (Provision to Third Party in Foreign Country)

1.

Doshisha may provide Personal data to a third party in a foreign country only upon corresponding to any of the

following cases:

(1) the Principal’s consent has been obtained in advance regarding the provision of one’s Personal data to a
third party in a foreign country;

(2) the third party in a foreign country is located in a country prescribed by the rules of the Personal
Information Protection Commission (extra-ministerial department of the Cabinet Office) as having a
system related to the protection of Personal information acknowledged as being a foreign country of the
same level as Japan in protecting the individual’s rights and interests;

(3) a system conforming to standards as set out by the rules of the Personal Information Protection Committee
as being necessary for continuously taking measures equivalent to the measures to be taken by Doshisha
(“Equivalent measures”) has been established with regard to the handling of Personal data by the third
party in a foreign country between Doshisha and such third party; or

(4) the provision of Personal data corresponds to the respective items of Article 6, Paragraph 3.
If Doshisha attempts to obtain consent as set out in item (1) of the preceding paragraph, Doshisha must provide
information on a system related to the protection of Personal information in the relevant foreign country,
measures to protect Personal information taken by such third party, and other information to be of reference to
the relevant Principal in advance in a manner of delivering a written document, providing electromagnetic
means or other proper means; provided, however, that at the time when attempting to obtain the Principal’s
consent, if these matters cannot be identified, Doshisha must advise the Principal to the effect that these matters
cannot be identified, the reasons thereof, and the information to be of reference to the Principal, if any.

The standards established in the rules of the Personal Information Protection Committee for a system necessary

to continuously take Equivalent measures as set out in item (3) of Paragraph 1 shall fall under any of the

following:

(1) with regard to the handling of Personal data by the third party in a foreign country between Doshisha and
such third party, implementation of the measures in accordance with the purposes of the Act on the
Protection of Personal Information has been secured in an appropriate and reasonable manner; or

(2) a third party in a foreign country has obtained a recognition based on an international framework
concerning the handling of Personal information.

If Doshisha provides Personal data to a third party in a foreign country in accordance with item (3) of Paragraph

1, Doshisha must confirm on a periodic basis the status of implementation of the Equivalent measures taken by

such third party, and the presence or absence and contents of a system in such foreign country which may affect

the implementation of such Equivalent measures in an appropriate and reasonable manner; if there are any
interferences with the implementation of the Equivalent measures taken by such third party, Doshisha must take
necessary and appropriate measures; if it becomes difficult to secure the continuous implementation of such

Equivalent measures, Doshisha must cease the provision of Personal data to such third party.

If Doshisha provides a third party in a foreign country with Personal data in accordance with item (3) of

Paragraph 1, Doshisha must provide the relevant Principal with the information set out in each of the following

items in response to a Principal’s request; provided, however, that if there is a possibility of seriously interfering

with Doshisha properly implementing its business, Doshisha may not provide all or part of the information:

(1) method of establishing the system set out in item (3) of Paragraph 1 by the relevant third party;
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(2) summary of the Equivalent measures to be taken by the relevant third party;

(3) frequency and method of confirmation set out in the provisions of the preceding Paragraph;

(4) name of the relevant foreign country;

(5) presence or absence and summary of a system in the relevant foreign country which may affect the
implementation of the Equivalent measures taken by the relevant third party;

(6) presence or absence and summary of interference with the implementation of the Equivalent measures
taken by the relevant third party; and

(7) summary of measures taken by Doshisha pursuant to the provisions in the preceding paragraph regarding
the interferences set out in the preceding item.

If Doshisha decides that it will not provide all or part of the information relating to the request set out in the

provisions of the preceding paragraph, Doshisha shall notify the Principal of such decision without delay.

Article 19 (Maintaining Records on Provision to Third Parties)

1.

When Doshisha provides Personal data to a third party (excluding the cases corresponding to the respective

items of Article 17, Paragraph 1 or the cases corresponding to the respective cases of Article 17, Paragraph 5),

the Controller must maintain records related to the following matters; provided, however, that, in cases where

Personal data relating to a Principal has been provided to a third party in connection with Doshisha supplying

goods or services to the Principal and when the following matters are stated in a contract or other document,

such contract or other document may substitute for a record relating to such matters, and the recording of such
matters may be omitted if the same matters have previously been recorded:

(1) fact to the effect that the Principal’s consent has been obtained (when Personal data has been provided
pursuant to the provisions of Article 18, Paragraph 2, date of such provision);

(2) name or appellation and address of the third party, and name of representative in the case of a judicial
person (when provided to a large number of unspecified persons, the fact to that effect);

(3) name of a Principal identifiable by the Personal data and other matter sufficient to specify the Principal;
and

(4) categories of the Personal data.

The records of the preceding paragraph must be promptly created each time Personal data is provided to a third

party; provided, however, that, when Personal data is provided to a third party ongoingly or repeatedly, or such

provision is fully expected, such records may be created collectively.

Doshisha must store the records created based on the preceding two paragraphs according to each of the

following items:

(1) When the contract or other document is used to substitute records based on the proviso of Paragraph 1 of
this Article: For a period up to the day that one (1) year elapses reckoned from the day that the Personal
data was last provided

(2) When records are collectively created based on the proviso of the preceding paragraph: For a period up to
the day that three (3) years elapse from the day that the Personal data was last provided

(3) Cases other than the preceding two items: For a period of three (3) years from the day that the records were
created

The Principal may request that Doshisha disclose the records set out in Article 19, Paragraph 1. The procedures

for such request shall be in accordance with the provisions of Article 25.

Article 20 (Confirmation in Connection with Provision from Third Party)

1.

When Doshisha receives the provision of Personal data from a third party, the Controller must confirm the

following matters, and additionally confirm that the acquisition method thereof was legal; save for cases where

the provision of the Personal data corresponds to the respective items of Article 17, Paragraph 1 or the

respective items of Article 17, Paragraph 5:

(1) the name or appellation and address of the third party and, for a corporate body, the name of its
representative; and

(2) circumstances under which the Personal data was acquired by the third party.

When Doshisha receives the provision of Personal data pursuant to the preceding paragraph, the Controller must

keep records related to the following matters; provided, however, that, in cases where Doshisha receives

Personal data from a third party in connection with Doshisha supplying goods or services to the Principal and

when the following matters are stated in a contract or other document, such contract or other document may

substitute for a record relating to such matters, and the recording of such matters may be omitted if the same
matters have previously been recorded:

(1) fact to the effect that the Principal’s consent has been obtained (when the provision of Personal data has
been received pursuant to the provisions of Article 17, Paragraph 2, date of such reception of provision of
Personal data);

(2) matters to be confirmed listed in the respective items of the preceding paragraph;

(3) name of a Principal identifiable by the Personal data and other matter sufficient to specify the Principal,
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(4) categories of the Personal data; and

(5) when the provision of Personal data has been received pursuant to Article 17, Paragraph 2, fact to the effect
that it has been publicly disclosed by the Personal information Protection Commission (extra-ministerial
department of the Cabinet Office).

The records of the preceding paragraph must be promptly created each time the provision of Personal data is

received from a third party; provided, however, that, when the provision of Personal data is received from a third

party ongoingly or repeatedly, or such reception of provision is fully expected, such records may be created
collectively.

Doshisha must store the records created based on the preceding two paragraphs according to each of the

following items:

(1) When the contract or other document is used to substitute records based on the proviso of Paragraph 1 of
this Article: Up to the day that one (1) year elapses reckoned from the day that the provision of Personal
data was last received

(2) When records are collectively created based on the proviso of the preceding paragraph: Up to the day that
three (3) years elapse from the day that the provision of Personal data was last received

(3) Cases other than the preceding two items: For a period of three (3) years from the day that the records were
created

Chapter 5 Disclosure, Correction and Utilization Cease, etc. of Retained Personal Data

Article 21 (Restriction, etc., on Provision of Personal Related Information to Third Parties)

1.

2.

If it is assumed that a third party will obtain the Personal related information as Personal data, excluding the
cases listed in each item of Article 17, Paragraph 1, with respect to the following matters, such Personal related
information must not be provided to the relevant third party without confirming in a manner of receiving a
request from the relevant third party in advance or via another proper manner:

(1) the Principal’s consent has been obtained to the effect of agreeing to the relevant third party’s receipt of the
provision of the Personal related information and acquisition of the Personal data in which the Principal can
be identified;

(2) With respect to provision to a third party in a foreign country, in the cases in which the Principal’s consent
set out in the preceding paragraph is attempted to be obtained, the information on a system relating to the
Personal information in the relevant foreign country, the measures to protect the Personal information to be
taken by such third party, and other information to be referred to by the Principal have all been provided to
the Principal.

If Doshisha provides the Personal related information falling under those set out in item (3) of Article 18,

Paragraph 1 to a third party in a foreign country, Doshisha must confirm on a periodic basis the status of
implementation of the Equivalent measures taken by such third party, and the presence or absence and the
contents of a system in such foreign country which may affect the implementation of such Equivalent measures
in an appropriate and reasonable manner; if there are any interferences with the implementation of the Equivalent
measures taken by such third party, Doshisha must take necessary and appropriate measures; if it becomes
difficult to secure the continuous implementation of such Equivalent measures, Doshisha must cease the
provision of Personal data to such third party.

If confirmation set out in Paragraph 1 is conducted, pursuant to the provisions in the Personal Information
Protection Committee Rules, records regarding the date of provision of the relevant Personal related information,
matters relating to such confirmation, name or appellation, and address of such third party, and the name of the
representative in the case of a corporation, and matters relating to such Personal related information, must all be
prepared.

The records set out in the preceding paragraph must be kept for three (3) years from the date of preparation of
such records.

Article 22 (Obligations in Acquisition of Personal Related Information)

1.

2.

If Personal related information is received from a third party and obtained as Personal data, the Principal’s
consent must be obtained regarding the acquisition of such Personal related information as Personal data.

If the Personal related information has been received from a third party and obtained as Personal data, the
provisions of Article 20 shall apply.

Article 23 (Informing Principal of Retained Personal Data)

Doshisha shall post the following matters related to the Retained personal data on its website or the like so as to
put them in a state where the Principal can easily know the same (including cases of promptly providing a
response according to the Principal’s request):

(1) name and address of Doshisha, name of the Chairperson of the Board of Trustees;

(2) purposes of use of all Retained personal data (excluding cases corresponding to Article 5, Paragraph 4, Item
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(1), Item (2));

(3) procedures required for the request for notification of purposes of use (Article 24), request for disclosure
(Article 25), request for Correction, etc. (Article 26), or request for Utilization Cease, etc. (Article 27) of
Retained personal data (including fees required for each request); and

(4) contact information for submitting complaints or inquiries related to the handling of Retained personal
data.

(5) measures taken for safety management of the Retained personal data (excluding those which may interfere
with the safety management of the relevant Retained personal data if the measures are put in a state where
the Principal can easily know the same (including cases of promptly providing a response according to the
Principal’s request)).

Article 24 (Request for Notification of Purposes of Use)

1.

2.

A Principal may request Doshisha to notify the purposes of use of the Retained personal data related to the

Principal. The request may also be made by the Principal’s agent.

The request of the preceding paragraph must be made by clarifying that the requester is the Principal or one’s

agent based a student ID card, an employee ID card, an ID document, or a document certifying the power of

attorney, and submitting a prescribed request from to the Controller together with the fees prescribed by

Doshisha.

When the Controller receives the request of Paragraph 1 of this Article, the Controller must promptly notify the

purposes of use to the Principal; save for any of the following cases:

(1) cases in which the purposes of use of the Retained personal data are evident based on the provisions of
Item (2) of the preceding Article; or

(2) cases corresponding to Article 5, Paragraph 4, Item (1), Item (2).

If the Controller decides not to notify the purposes of use of the Retained personal data requested by a Principal,

the Controller must promptly notify the Principal to such effect.

Article 25 (Request for Disclosure of Retained Personal Data)

1.

A Principal may request Doshisha to disclose Retained personal data which can identify the Principal in a

manner of providing electromagnetic records, delivering a written document, or ***** The request may also be

made by the Principal’s agent.

The request of the preceding paragraph must be made according to the procedures set out in Paragraph 2 of the

preceding Article.

When the Controller receives the request of Paragraph 1 of this Article, the Controller must disclose the

Retained personal data to the Principal without delay in a manner of a request made by the relevant Principal

pursuant to the provisions of the said Paragraph (in a manner of delivering a written document unless an

excessive amount is required for the disclosure in such manner or if the disclosure in such manner is difficult);

provided, however, that the Controller may decide not to disclose all or a part thereof in cases where the

disclosure of the Retained personal data falls under any of the following items:

(1) cases in which there is a possibility of harming a Principal or third party’s life, body, property or other
rights and interests;

(2) cases in which there is a possibility of interfering seriously with Doshisha implementing its business
properly; and

(3) cases of violating other laws or regulations.

With regard to the disclosure of all or a part of the Retained personal data which was requested by the Principal,

the Controller may discuss the matter with the Committee of the division of corporate affairs or the schools

within Doshisha as needed and ask for its opinion.

Personal data shall be disclosed based on the method of delivering a copy of the document describing the

Retained personal data. If the Retained personal data constitutes a Personal information data file for use in

computer processing, the Retained personal data may also be delivered as a ledger output from the computer;

provided, however, that, if the Principal’s consent is obtained, the Retained personal data may also be disclosed

according other suitable methods.

If the Controller decides not to disclose all or a part of the Retained personal data or if the corresponding

Retained personal data does not exist, the Controller must promptly notify the Principal to such effect.

Atrticle 26 (Correction, etc. of Retained Personal Data)

1.

If the contents of the Retained personal data related to the Principal are not true, the Principal may request
Doshisha to correct, add or delete such contents (hereinafter referred to as the “Correction, etc.”). The request
may also be made by the Principal’s agent.

The request of the preceding paragraph must be made according to the procedures set out in Article 24,
Paragraph 2; provided, however, that fees shall not be required.

When the Controller receives the request of Paragraph 1 of this Article, the Controller must promptly conduct
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necessary inspection, and perform the Correction, etc. of the contents of the Retained personal data based on the
results thereof.

When the Controller performs the Correction, etc. of all or a part of the Retained personal data pursuant to the
request of Paragraph 1 of this Article or decides not to perform the Correction, etc., the Controller must
promptly notify the Principal to such effect.

Article 27 (Utilization Cease, etc. of Retained Personal Data)

1.

If the Retained personal data related to the Principal corresponds to any of the following cases, the Principal

may request Doshisha to cease utilization, erase or cease third party provision of such Retained personal data

(hereinafter referred to as the “Utilization Cease, etc.”). The request may also be made by the Principal’s agent:

(1) cases in which the Personal data has been acquired or used in breach of the provisions of Article 4;

(2) cases in which the Personal data is being used for unintended purposes in breach of the provisions of
Article 6;

(3) cases in which Special care-required personal information has been acquired in breach of the provisions of
Article 7;

(4) cases in which the Personal data has been provided to a third party in breach of the provisions of Article 17
or Article 18;

(5) cases in which Doshisha no longer needs to use the relevant Personal data;

(6) cases in which events such as leakage, loss, damage, etc., have occurred; or

(7) cases in which the rights or due interests of the Principal may be harmed.

The request of the preceding paragraph must be made according to the procedures set out in Paragraph 2 of the

preceding Article.

When the Controller receives the request of Paragraph 1 of this Article and there is due cause for such request,

the Controller must conduct the Utilization Cease, etc. of the Retained personal data without delay to the extent

required for correcting the breach or preventing harm to the rights or interests of the Principal; provided,

however, that, if it is difficult to conduct the Utilization Cease, etc. such as in cases where considerable expenses

are required for the Utilization Cease, etc., Doshisha may take substitute measures for protecting the Principal’s

rights and interests.

When the Controller conducts the Utilization Cease, etc. of all or a part of the Retained personal data pursuant to

the request of Paragraph 1 of this Article or decides not to perform the Utilization Cease, etc., the Controller

must promptly notify the Principal to such effect.

Article 28 (Complaint Handling)

1.

2.

Doshisha must endeavor to properly and promptly handle any complaints related to the handling of Personal
information.

Doshisha shall establish a complaint desk for handling complaints in the Office of Incorporated Educational
Institution and the schools within Doshisha, and, upon receiving a request from a Principal for filing a complaint,
the complaint desk shall immediately notify the Controller in charge of the corresponding Personal information
to such effect.

The Controller that received the report of the preceding paragraph must promptly deal with the complaint such
as by discussing the matter with the Committee of the Office of Incorporated Educational Institution or the
schools within Doshisha as needed and asking for its opinion.

The Controller that received the report of Paragraph 2 of this Article must notify the Chairperson of the Board of
Trustees to such effect.

Chapter 6 Production, etc. of Anonymously Processed Information and Pseudonymised Processed Information, and
Obligations Thereof

Article 29 (Production, etc. of Pseudonymised Processed Information)

1.

In producing the Pseudonymised processed information (limited to those comprising Pseudonymised processed
information databases, etc.; the same shall apply hereinafter), Doshisha must process the Personal information so
that specific individuals cannot be identified without collating the Personal information with other information.

If Doshisha produced the Pseudonymised processed information, or obtained the Pseudonymised processed
information or the deleted information, etc., relating to the relevant Pseudonymised processed information
(descriptions, etc., and Individual identification code deleted from the Personal information used for producing
the Pseudonymised processed information, and information relating to the method of processing conducted
pursuant to the provisions of the preceding paragraph, etc.; the same shall apply hereinafter), Doshisha must take
measures to ensure the safety management of the deleted information, etc.

Excluding the cases based on the laws or regulations, Doshisha must not handle the Pseudonymised processed
information (limited to those falling under Personal information; the same shall apply hereinafter) beyond the
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scope necessary to achieve the specified purposes of use.

4. With regard to the Pseudonymised processed information, excluding the cases in which the purposes of use
thereof have been publicly disclosed in advance, the purposes of use of the Pseudonymised processed
information must be publicly disclosed in a prompt manner.

5. If Doshisha no longer needs to use the Personal data which constitutes the Pseudonymised processed information
and deleted information, etc., Doshisha must endeavor to erase the relevant Personal data and deleted
information, etc., without delay.

6. Excluding the cases based on the laws or regulations, Doshisha must not provide the Pseudonymised processed
information (including those not falling under Personal information) to any third parties.

7. In handling the Pseudonymised processed information, Doshisha must not collate the relevant Pseudonymised
processed information with other information in order to identify the Principal relating to the Personal
information used for producing the relevant Pseudonymised processed information.

8. In handling the Pseudonymised processed information, Doshisha must not use the point of contact and other
information contained in the relevant Pseudonymised processed information in order to make a telephone call,
send postal mail, etc., send in an electromagnetic manner, or visit at the residence.

Article 30 (Production, etc. of Anonymously Processed Information)
Doshisha shall, when producing Anonymously processed information (limited to those comprising
Anonymously processed information databases, etc.; the same shall apply hereinafter), process Personal
information necessary to make it impossible to identify a specific individual and restore the Personal
information used for the production. In the foregoing case, categories of information related to the individual
contained in the Anonymously processed information shall be publicly disclosed.

Article 31 (Third Party Provision of Anonymously Processed Information)
Doshisha, when providing the produced Anonymously processed information to a third party, shall in advance
disclose to the public the categories of Personal information contained in Anonymously processed information
to be provided to a third party and state to the third party explicitly to the effect that the provided information is
Anonymously processed information.

Article 32 (Prohibition against Act of Identifying)
Doshisha shall, in handling Anonymously processed information, neither acquire information relating to those
descriptions, etc. or Individual identification codes deleted from the Personal information and information
relating to a processing method carried out in the production of the Anonymously processed information, nor
collate the Anonymously processed information with other information in order to identify a Principal concerned
with Personal information used to produce the Anonymously processed information.

Article 33 (Security Control Action, etc.)
Doshisha shall strive to take itself necessary and appropriate action for the security control of Anonymously
processed information and necessary action to ensure the proper handling of Anonymously processed
information such as dealing with a complaint about the handling of Anonymously processed information, and
shall strive to disclose to the public the contents of such action taken.

Chapter 7 Handling of Personal Data Transferred based on Adequacy Decision from EU or within UK Region

Article 34 (Special Care-required Personal Information)
When the Personal data transferred from EU, etc. contains information related to the sex life, sexual orientation
or labor union defined as “Special Categories of Personal Data” respectively in the “Supplementary Rules
related to Handling of Personal Data Transferred based on Adequacy decision from EU and within UK Region
in Connection with Act on the Protection of Personal information”, Doshisha shall handle such information as
Special care-required personal information.

Article 35 (Retained Personal Data)

The Personal data transferred from EU, etc. shall be handled as Retained personal data, irrespective of the period

that such Personal data is to be erased, unless such Personal data corresponds to any of the following items:

(1) any Personal data whose known presence or absence of a database is likely to threaten the life, body, or
property of the identifiable person;

(2) any Personal data whose known presence or absence of a database is likely to prompt or trigger an illegal
activity or wrongful conduct;

(3) any Personal data whose known presence or absence of a database is likely to undermine national security,
damage a relationship of confidence with a foreign country or international organization, or put the country
at a disadvantage in negotiations with another country or with an international organization; and
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(4) any Personal data whose known presence or absence of a database is likely to interfere with crime
prevention, crime control, or criminal investigations or with otherwise upholding public safety and order.

Article 36 (Specification and Restriction on Utilization Purpose)

1.

When Doshisha is to receive the provision of Personal data based on an Adequacy decision from EU or within
UK region, Doshisha shall confirm and record the circumstances of such acquisition, including the purposes of
use that were specified upon receiving the provision of such Personal data from EU or within UK region.

When Doshisha is to receive the provision of Personal data from another Personal information handling business
operator that received the provision of such Personal data based on an Adequacy decision from EU or within UK
region, Doshisha shall confirm and record the circumstances of such acquisition, including the purposes of use
that were specified upon receiving the provision of such Personal data from EU or within UK region.

Doshisha shall specify the purposes of use, within the scope of the purposes of use specified initially or
subsequently, regarding the Personal data for which the circumstances of acquisition thereof was confirmed and
recorded based on Paragraph 1 or Paragraph 2 of this Article, and use the Personal data within those purposes of
use.

Article 37 (Restriction on Provision to Third Party in Foreign Country)

When Doshisha is to provide to a third party in a foreign country the Personal data transferred from EU, etc.,

excluding the cases listed in Article 7, Paragraph 3, Doshisha must provide information regarding the status of

the recipient required for the Principal to determine whether to offer one’s consent, and obtain in advance the

Principal’s consent to the effect of approving the provision of one’s Personal data to the third party in a foreign

country; provided, however, that, when Doshisha is to provide the Personal data to the persons corresponding to

each of the following items, Doshisha may do so without having to obtain the Principal’s consent to the effect of
approving the provision of one’s Personal data to the third party in a foreign country:

(1) person located in EU, UK or a country prescribed by the Personal information Protection Commission
(extra-ministerial department of the Cabinet Office) as having a system related to the protection of Personal
information acknowledged as being of the same level as Japan in protecting the individual’s rights and
interests; or

(2) person who is coordinating and implementing measures related to the protection of Personal information at
the same level as the Act including the “Supplementary Rules related to Handling of Personal Data
Transferred based on Adequacy decision from EU and within UK Region in Connection with Act on the
Protection of Personal information” based on a proper and reasonable method (contract, binding
arrangement based on a different format, or handling with binding force within the company group).

Article 38 (Anonymously Processed Information)

With regard to the Personal data transferred from EU, etc., only when Doshisha deletes information regarding
the processing method and the like (referring to descriptions, etc. and Individual identification codes deleted
from the Personal information used to produce the Anonymously processed information and information related
to the method of processing performed pursuant to Article 41, Paragraph 1 of the Act (limited to those in which
the Personal information can be restored by using such information)) and thereby causes the re-identification of
the anonymized individual to be impossible by anyone may Doshisha handle such information as Anonymously
processed information.

Chapter 8 Miscellaneous Provisions

Article 39 (Application of Related Laws and Regulations)

Matters that are not prescribed in these Rules and the interpretation and application of these Rules shall be
pursuant to the Act and other related laws and regulations.

Article 40 (Administrative Affairs)

The administrative affairs of these Rules shall be handled by the Office of Incorporated Educational Institution,
Office of Legal Affairs.

Article 41 (Revision and Abolition)

The revision and abolition of these Rules shall be decided by the Board of Trustees.

Supplementary Provision

These Rules shall be enforced from May 30, 2017.

Supplementary Provision

These Rules shall be enforced from November 1, 2017.
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Supplementary Provision

These Rules shall be enforced from January 1, 2021.
Supplementary Provision

These Rules shall be enforced from April 1, 2022.
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